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Chapter 1 General Provisions 
 

Article 1 Purpose 

The purpose of Policy on Protection and Management of Personal Information(“Policy”) is to prescribe IMC 

Korea Securities Co., Ltd.’ (“IMC”) standards for processing and protecting Personal Information under various 

regulations, such as Personal Information Protection Act (the “Act”) and the Enforcement Decree and Rules of 

the same Act, and other measures to protect Personal Information. 

 

Article 2 Scope 

(1) Matters concerning the management and protection of Personal Information shall comply with the 

provisions of these Policy. 

(2) Matters not defined or regulated in this policy shall be governed by the Act.  

 

Article 3 Definitions 

The terms used in this Policy shall be defined as follows: 

(1) Personal Information means information of a living individuals that identifies a particular individual such 

as full name, resident registration number, image, etc. including information which, even if by itself does 

not identify a particular individual, may be easily combined with other information for identification; 

(2) Processing means the collection, generation, connecting, interlocking, recording, storage, retention, 

value-added processing, editing, searching, output, correction, recovery, use, provision, disclosure, and 

destruction of Personal Information and other similar activities; 

(3) Data Owner means an individual who is identifiable through the information processed and is the subject 

of that information; 

(4) Personal Information File means a set or sets of Personal Information arranged or organized in a 

systematic manner based on a certain rule for easy search of the Personal Information; 

(5) Personal Information Controller means a person who process the Personal Information under IMC 

Korea’s command and supervision, such as an officer or employee, temporary agency worker and part-

time worker; 

(6) Visual Data Processing Devices means the devices prescribed by Presidential Decree, which are 

continuously installed at a certain place to take pictures of persons or images of things, or transmit such 

pictures or images via wired or wireless networks. 

(7) Personal Visual Data means visual data related to the portrait, etc. of an individual among the video 

information filmed and processed by Visual Data Processing Devices that can identify the individual; 

(8) Personal Identification Information means Resident registration numbers issued under Article 7-2 (1) of 

the Resident Registration Act, Passport numbers issued under Article 7 (1) 1 of the Passport Act, Driver’s 

license numbers issued under Article 80 of the Road Traffic Act, Alien registration numbers issued under 

Article 31 (4) of the Immigration Act; 

(9) Public Place means a place where unspecified or many people are not restricted from accessing or passing, 

such as parks, roads, shopping malls, subways, parking lots, etc.; 

(10) Sensitive Information means information including ideology, belief, admission to or withdrawal from a 

trade union or political party, political opinions, health, sex life, and other Personal Information that is 

likely to markedly threaten the privacy of any Data Owner; and 

(11) Unrestorable Methods means a method of taking measures to prevent the restoration of Personal 

Information destroyed at reasonable expenses in accordance with social norms at the current level of 

technology 

 

Article 4 Principles for Protecting Personal Information 
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(1) The Personal Information Controller shall specify explicitly for which the Personal Information is 

processed and shall collect Personal Information lawfully and fairly to the minimum extent necessary for 

such purposes. 

(2) The Personal Information Controller shall process Personal Information in an appropriate manner 

necessary for which the Personal Information is processed, and shall not use it beyond such purposes. 

(3) The Personal Information Controller shall ensure Personal Information is accurate, complete, and up to 

date to the extent necessary in relation to the purposes for which the Personal Information is processed. 

(4) The Personal Information Controller shall manage Personal Information safely according to the 

processing methods, types, etc. of Personal Information, taking into account the possibility of 

infringement on the Data Owner’s rights and the severity of the relevant risks. 

(5) The Personal Information Controller shall make its Privacy Policy and Procedure related to processing 

Personal Information available to public (example – company website); and shall guarantee the Data 

Owner’s rights, such as the right to access their Personal Information. 

(6) The Personal Information Controller shall process Personal Information in a manner to minimize the 

possibility of infringing the privacy of a Data Owner. 

(7) If it is still possible to fulfil the purposes of collecting Personal Information by processing anonymized 

or pseudonymised Personal Information, the Personal Information Controller shall endeavour to process 

Personal Information through anonymization, where anonymization is possible, or through 

pseudonymisation, if it is impossible to fulfil the purposes of collecting Personal Information through 

anonymization. 

(8) IMC shall Endeavor to obtain trust of Data Owners by observing and performing such duties and 

responsibilities as provided for in this Act and other related statutes. 

 

Chapter 2 Personal Information processing standards 

 

Section 1. Processing of Personal Information 

 

Article 5 Collection and Use of Personal Information 

(1) A Personal Information Controller may collect Personal Information in any of the following 

circumstances, and use it with the scope of the purpose of collection: 

1) Where consent is obtained from the Data Owner; 

2) Where the law specifies or permits the collection and use of Personal Information; 

3) Where the Act imposes specific obligations on IMC and it is impossible or remarkably difficult for 

IMC fulfilling its obligations without collecting and using Personal Information;  

4) Where it is impossible or remarkably difficult for a public institution to perform its duties prescribed 

by statutes, etc. without collecting and using Personal Information; 

5) Where it is impossible or remarkably difficult to enter into a contract with a Data Owner without 

collecting or using Personal Information and fulfilling the obligations under the terms of the contract 

concluded; 

6) Where it is deemed manifestly necessary for the protection of life, bodily or property interests of the 

Data Owner or third party from imminent danger where the Data Owner or his or her legal 

representative is not in a position to express intention, or prior consent cannot be obtained owing to 

unknown addresses, etc.; 

7) Where IMC clearly takes precedence over the rights of the information subject, as necessary to 

achieve legitimate interests under statutes or contracts with the information subject, etc.; However, 

in such cases, the collection and use of Personal Information is limited to the extent that it is 

substantially related to the legitimate interests of IMC and does not exceed the reasonable scope. 

(2) When collecting Personal Information by providing business cards or similar media (hereinafter 

"business cards") directly from the Data Owner, the Personal Information Controller may use them only 

to the extent deemed willing to agree in social conventional wisdom in light of the circumstances, etc. of 

providing business cards, etc. 

(3) When a Personal Information Controller collects Personal Information from an open medium or place 

(hereinafter referred to as "Internet website, etc.") such as an Internet website, he/she may use it only to 
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the extent that he/she is clearly indicated by the Data Owner of the information or to the extent that he/she 

is deemed to have been willing to consent under social norms in light of the contents of the Internet 

website, etc. 

(4) A Personal Information Controller may collect and use the Personal Information of an agent only for the 

purpose of verifying the agent's right to act or express his/her intention through an agent of the other 

party, such as a contract. 

(5) When IMC enters into an employment contract with an employee of IMC, Personal Information may be 

collected and used without the consent of the employee for wage payment, education, issuance of 

certificates, and employee welfare in accordance with the Labor Standards Act. 

 

Article 6 Provision of Personal Information 

Where the Personal Information Controller informs the person receiving Personal Information from the Data 

Owner, the name and contact number shall be notified together. 

 

Article 7 Out-of-Purpose Use and Provision of Personal Information 

(1) Where a Personal Information Controller provides Personal Information to a third party for any purpose 

other than the purpose, documents (including electronic documents) shall be provided to restrict the 

purpose of use, method of use, period of use, type of use, etc. to the recipient of Personal Information, 

or specific measures necessary for securing the safety of Personal Information. In this case, the person 

receiving the request shall take measures accordingly and notify the fact in writing to the Personal 

Information Controller who provided the Personal Information. 

(2) A person who provides Personal Information to a third party for any purpose other than the intended 

purpose shall clarify the relationship between the person receiving the Personal Information and the 

person responsible for measures to secure the safety of Personal Information.  

(3) When the Personal Information Controller notifies the Data Owner of the person receiving Personal 

Information, the name (in the case of a corporate body, the name) and contact information shall be 

provided. 

(4) When a Personal Information Controller provides Personal Information to a third party, it must be 

provided in a form in which a specific individual cannot be recognized even when combined with other 

information. 

 

Article 8 Limitation to Processing of Personal Identification Information/ Sensitive Information 

(1) IMC shall not process any Personal Identification information and/or sensitive information (hereinafter 

“Personal Identification Information, etc.”)  except in any of the following cases: 

1) In case of prior consent from the Data Owner; 

2) When the law and regulation specifically request or permits the processing of personally   

identifiable information, etc. 

(2) Where it is intended to obtain consent from the Data Owner in order to process the Personal Identification 

Information, etc., measures shall be taken so that the Data Owner can agree to the Personal Identification 

Information separately by separating other Personal Information and Personal Identification Information, 

etc.  

(3) Where consent is obtained pursuant to paragraph (1) 1, the Data Owner must be informed of the following 

matters, and if any of the following matters are changed, the changed information shall be also notified 

and consent shall be obtained; 

1) The purpose of use of Personal Identification Information etc.; 

2) Particulars of Personal Identification Information etc. to be used or provided; 

3) The period for retaining and using Personal Identification Information etc.; 

4) The fact that the Data Owner is entitled to deny consent, and disadvantages, if any, resulting from 

the denial of consent. 
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Article 9 Limitation to Processing of Resident Registration Numbers 

Notwithstanding Article 8, a Personal Information Controller shall not process any resident registration number, 

except in any of the following cases: 

(1) Where any Act, Presidential Decree, National Assembly Regulations, Supreme Court Regulations, 

Constitutional Court Regulations, National Election Commission Regulations or Board of Audit and 

Inspection Regulations specifically requires or permits the processing of resident registration numbers; 

(2) Where it is deemed manifestly necessary for the protection, from imminent danger, of life, bodily and 

property interests of a Data Owner or a third party 

 

Article 10 Notification on Sources, etc. of Personal Information 

(1) When a Personal Information Controller processes Personal Information collected from outside the Data 

Owner, he/she shall notify the Data Owner that he/she has the right to request the collection of Personal 

Information, the purpose of processing Personal Information, and the suspension of Personal 

Information within 3 days from the date of the request of the Data Owner, unless there is a justifiable 

reason. However, this shall not apply in any of the following cases:  

1) Where personal Data Owner to notification is included in the Personal Information file 

recording matters concerning national safety or criminal investigation, etc.;  

2) Where such notification is likely to cause harm to the life or body of any other person, or unfairly 

damages the property and other interests of any other person 

(2) Where the Personal Information Controller refuses a request by a Data Owner pursuant to the proviso 

to paragraph (1), he/she shall notify the Data Owner of the grounds and reasons for the denial within 3 

days from the date of the request unless there is a justifiable reason. 

 

Article 11 Destruction of Personal Information 

(1) A Personal Information Controller shall destroy Personal Information within 5 days when the Personal 

Information becomes unnecessary owing to the expiry of the retention period, attainment of the purpose 

of processing the Personal Information, etc. 

(2) The Personal Information Controller shall record and manage matters concerning the destruction of 

Personal Information.  

(3) The destruction of documents containing Personal Information shall be reported to the Privacy Officer 

within 5 business days after destruction under the responsibility of the head of the relevant department 

on a quarterly basis. 

 

Article 12 Preservation of Personal Information according to laws and Regulations 

(1) Where a Personal Information Controller is required to preserve Personal Information without destroying 

it in accordance with laws and regulations, it shall be stored and managed separately by physical or 

technical means. 

(2) Where storing and managing Personal Information separately pursuant to Paragraph 1, the Data Owner 

shall be made aware that the relevant Personal Information or Personal Information files are stored and 

managed in accordance with laws and regulations through the Personal Information processing policy. 

 

Article 13 Methods of Obtaining Consent 

(1) Where a Personal Information Controller obtains the consent writing (including electronic documents), 

the Personal Information Controller shall clearly specify important matters such as the purpose of 

collection and use of Personal Information and the items of Personal Information to be collected and 

used, in the manner prescribed by Notification of the Protection Commission, so as to make such matters 

easy to be understood. 
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(2) Where a Personal Information Controller obtains consent from the Data Owner regarding the processing 

of Personal Information, he/she shall distinguish Personal Information that can be processed without the 

consent of the Data Owner and Personal Information that requires the consent of the Data Owner. In such 

cases, the Personal Information handler shall bear the burden of proof that Personal Information can be 

processed without consent.  

(3) Where of the following cases, Personal Information Controller shall notify the Data Owner (ⅰ) The 

recipient of Personal Information (ⅱ) The purpose of use of Personal Information (in the case of 

provision of Personal Information, it means the purpose of use by the recipient) (ⅲ) Particulars of 

Personal Information to be used or provided (ⅳ) The period for retaining and using Personal 

Information (where Personal Information is provided, it means the period for retention and use by the 

recipient (ⅴ)The fact that the Data Owner is entitled to deny consent, and disadvantages, if any, resulting 

from the denial of consent and obtain consent. 

1) Where collecting and using Personal Information, unless the information can be collected and used 

without the consent of the Data Owner according to the law and regulations; 

2) Where information can be collected, used, and provided without the consent of the Data Owner 

pursuant to the Law and regulations and Personal Information is used or provided for purposes other 

than the purpose of collection; 

3) Where to promote goods or services or solicit purchase to the Data Owner; 

4) Where it is necessary to process Personal Identification Information other than resident registration 

number, and there is no basis for processing Personal Identification Information under law and 

regulations; 

5) Where sensitive information is intended to be processed and there is no basis for processing sensitive 

information under law and regulations. 

(4) Where a Personal Information Controller intends to process Personal Information falling under each 

subparagraph of paragraph (2), he/she shall explicitly notify the Data Owner that he/she may choose to 

consent or refuse consent. 

(5) Where Personal Information Controller collects Personal Information without the consent of the Data 

Owner, he/she shall endeavour to inform the information subject of the legal grounds, etc. for collecting 

Personal Information. 

(6) Where Personal Information Controller records a call-in connection with consent by telephone, he/she 

shall inform the information subject of the recording. 

(7) Where a Personal Information Controller prepares a consent form to obtain consent from the Data Owner, 

he/she shall comply with the "Guideline for Collection and Provision of Personal Information." 

 

Article 14 Consent of Legal Representative 

(1) Where Personal Information Controller collects the name and contacts of his/her legal representative, 

he/she shall inform the child under 14 years of age of his/her identity, contact information and purpose 

of colleting legal representative’s contact information. 

(2) The Personal Information Controller shall use the collected Personal Information of the legal 

representative only for the purpose of obtaining the consent of the legal representative, and if there is a 

refusal of the legal representative or the consent of the legal representative is not confirmed, it shall be 

destroyed within 5 days from the date of collection.  

 

Article 15 Where prior consent from the Data Owner is not available 

Where a Personal Information Controller collects, uses, or provides Personal Information without prior consent 

from the Data Owner, he/she shall immediately suspend the processing of Personal Information when the relevant 

reason is resolved, and notify the Data Owner of the fact that he/she collected, used, or provided Personal 

Information without prior consent, and the reasons and details of such use. 

 

Article 16 Supervision of Personal Information Handlers) 
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(1) IMC shall keep the Personal Information handler to a minimum within the limits necessary for his/her 

duties, and limit the scope of Personal Information handling of Personal Information handler to a 

minimum within the limits necessary for his/her duties. 

(2) IMC shall grant access to the Personal Information processing system to the minimum extent necessary 

for the performance of the work, depending on the nature of its work, and take appropriate measures to 

manage access control. 

(3) IMC shall properly manage and supervise the Personal Information Controller, such as requiring him/her 

to submit a security pledge, and take measures to change or revoke his/her authority to access Personal 

Information if the work of the Personal Information Controller is changed due to personnel changes, etc. 

 

Section 2. Outsourcing of Personal Information Outsourcing 

 

Article 17 Considering matters when selecting an Outsourcee) 

When selecting a person who is delegated with Personal Information processing (hereinafter "Outsourcee"), 

he/she shall comprehensively consider personnel, physical facilities, financial burden capacity, degree of 

technology possession, responsibility, etc. 

 

Article 18 Limitation to Personal Information Processing Subsequent to Outsourcing of Work 

(1) IMC shall, when outsourcing Personal Information processing to a third party, effect such outsourcing 

through a document that states the following: 

1) Prevention of Personal Information processing for other purposes than the outsourced purpose; 

2) Technical and managerial safeguards of Personal Information; 

3) The purpose and scope of outsourced work; 

4) Matters concerning limitation to re-outsourcing; 

5) Matters concerning measures to ensure safety, including limitation to access to Personal Information; 

6) Matters concerning supervision and inspection of the status of management of Personal Information 

retained in relation to outsourcing; 

7) Matters concerning liability, such as compensation for damages caused by a breach of contractual 

obligations 

(2) Where outsouring the processing of Personal Information pursuant to paragraph (1), the details of the 

outsourcee shall be disclosed by continuously posting the details of the Outsourcing so that the Data 

Owner can easily check them. 

(3) IMC shall, in case of outsourcing the promotion of goods or services, or soliciting of sales thereof, notify 

Data Owners of the outsourced work and the outsourcee. The same shall apply where the outsourced 

work or the outsourcee has been changed. 

(4) IMC shall educate the outsourcee so that Personal Information of Data Owners may not be lost, stolen, 

leaked, forged, altered, or damaged owing to the outsourcing of work, and supervise how the outsourcee 

processes such Personal Information safely by inspecting the status of processing, etc. 

(5) IMC Korea supervise whether the outsourcee handles Personal Information safely, such as checking the 

status of the outsourcee’s Personal Information processing. 

 

 

Section 2. Establishment of Privacy Policy etc. 

 

Article 19 Establishment of Personal Information Processing Policy 

(1) IMC shall set and disclose Personal Information processing policy. 

(2) Where privacy officer prepares a policy for Personal Information processing, the purpose, the period and 

retention of the Personal Information processing and matters concerning the provision of Personal 
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Information to a third party, etc. shall be explicitly divided, but shall be expressed in clear and concrete 

terms. 

(3) Privacy officer shall reveal that the Personal Information processed is the minimum necessary for the 

purpose of Personal Information processing.  

 

Article 20 Items of Personal Information Processing Policy 

Every Personal Information Controller shall establish a Personal Information processing policy (hereinafter 

“Privacy Policy”) including the following matters: 

(1) The purposes for which Personal Information is processed; 

(2) Particulars for processing Personal Information; 

(3) The period for processing and retaining Personal Information; 

(4) Provision of Personal Information to a third party (if applicable); 

(5) Procedures and methods for destroying Personal Information; 

(6) Outsourcing Personal Information processing (if applicable); 

(7) Measures to secure the safety of Personal Information; 

(8) The rights and obligations of Data Owners and legal representatives, and how to exercise such rights; 

(9) The change of Personal Information processing guidelines; 

(10) Contact information, such as the name of a privacy officer 

(11) The name, telephone number, etc. of the department which performs the duties related to Personal 

Information protection and handles related grievances; 

(12) Remedial procedures related to infringement upon the right of Data Owner 

 

Article 21 Disclosure of Privacy Policy 

(1) Upon establishing or modifying the Privacy Policy, a privacy officer shall disclose the content so that 

Data Owners may easily recognize it. 

(2) Where the privacy officer does not operate the Internet website or if there is a defect in the management 

of the Internet website, he/she shall disclose the privacy policy by posting it in an easy-to-see place of 

business, etc. In this case, the name "Privacy policy" shall be used, but the Data Owner shall be easily 

identified by distinguishing it from other notices by utilizing the size etc. 

 

Article 22 Change of Privacy Policy 

Where IMC changes its privacy policy, it shall continuously disclose the timing and details of the change, 

and the changes shall be made public before and after the change so that the data   subject can easily identify 

them. 

 

Section 3. Privacy Officer 

 

Article 23 Designation of Privacy Officer 

(1) IMC shall designate a privacy officer who comprehensively takes charge of Personal Information 

processing. 

(2) A privacy officer shall perform the following functions: 

1) To establish and implement a Personal Information protection plan; 

2) To conduct a regular survey of the status and practices of Personal Information processing, and to 

improve shortcomings; 

3) To handle grievances and remedial compensation in relation to Personal Information processing; 
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4) To build the internal control system to prevent the divulgence, abuse, and misuse of Personal 

Information; 

5) To prepare and implement an education program about Personal Information protection (At least 

once a year); 

6) To protect, control, and manage the Personal Information files; 

7) To establish, modify, and implement the Privacy Policy 

8) To manage materials related to the protection of Personal Information; 

9) To destroy Personal Information whose purpose of processing is attained or retention period expires. 

(3) In performing the functions provided for in paragraph (2), a privacy officer may inspect the status of 

Personal Information processing and systems frequently, if necessary, and may request a report thereon 

from the relevant parties. 

(4) Where a privacy officer becomes aware of any violation of this Act or other relevant statutes in relation 

to the protection of Personal Information, the privacy officer shall take corrective measures immediately, 

and shall report such corrective measures to the Responsible Director of IMC, if necessary. 

(5) IMC shall not allow the privacy officer to be penalized or subjected to any disadvantage without 

justifiable reasons in performing the duties under paragraph (2). 

 

Article 24 Disclosure of Privacy Officer 

Where IMC designates a Privacy Officer, it shall disclose the fact of designation and changes of the Privacy 

Officer, the name of the department, the phone number and etc. 

 

Section 4. Safeguards to protect Personal Information 

 

Article 25 Safeguards 

IMC Korea shall take physical, administrative and technical measures against Personal Information in accordance 

with the "Standard of Measures to Secure the Safety of Personal Information" to take measures to secure the safety 

of Personal Information. 

 

Article 26 Physical Safeguards 

(1) Where privacy officer has a separate physical storage place for Personal Information, such as a computer 

room or a data storage room, he/she shall establish and operate procedures for controlling access thereto. 

(2) Personal Information Controller shall keep documents containing Personal Information, auxiliary storage 

media, etc. in a safe place with a locking device, and where a copy of the resident registration card is 

stored, the back seven digits shall be deleted, and fingerprint information shall not be stored. 

(3) Privacy Officer shall prepare security measures for the control of the import and export of auxiliary 

storage media including Personal Information. 

(4) Where the Personal Information Controller destroys Personal Information, he/she shall take any of the 

following measures: 

1) Complete destruction; 

2) Delete using dedicated device equipment; 

3) Perform initialization or overwrite so that data is not restored 

(5) Where Personal Information Controller destroys only part of his/her Personal Information, the following 

measures shall be taken when it is difficult to destroy it by the method referred in paragraph (4): 

1) In the case of electronic file types: Management and supervision to delete Personal Information and 

prevent it from being recovered and played back. 

2) In the case of records, printed materials, written documents, and other records other than subparagraph 

1: Delete the relevant part by masking, perforation, etc. 

 



PRIVATE AND CONFIDENTIAL 

 

Article 27 Administrative Safeguards 

(1) IMC shall establish and implement an internal management plan that includes the following matters 

through internal decision-making procedures to ensure that Personal Information is not lost, stolen, 

leaked, forged, altered or damaged: 

1) Designation of a Privacy Officer; 

2) Roles and responsibilities of Privacy Officer and Personal Information Controller; 

3) Trainings for Personal Information Controller; 

4) Matters concerning the management of access rights; 

5) Matters concerning access control; 

6) Encryption measures for Personal Information; 

7) Storage and inspection of access records; 

8) Prevention of ransomware programs, etc.; 

9) Matters concerning physical safeguards; 

10) Establishment and implementation of a plan to respond to Personal Information leakage incidents 

(2) Privacy officer shall inspect and manage the actual status of the implementation of the internal 

management plan at least once a year. 

(3) IMC shall collect a "security pledge" from its employees (including new hired employees) that includes 

matters concerning the obligation to comply with the requirements of statutes related to information 

protection and damages for accidents that arise in violation of it. 

 

Article 28 Technical Safeguards 

(1) IMC shall take measures to control access to business computers, mobile devices, and management 

terminals so that Personal Information under its handling is not disclosed or leaked to those who do not 

have access rights through the Internet website, P2P, sharing settings, or the use of the open wireless 

network. 

(2) IMC shall take measures to prevent illegal access and infringement accidents by integrating information 

and communication networks using access control functions provided by the operating system or security 

programs of business computers or mobile devices. 

(3) IMC shall take protective measures, such as setting a password, to prevent Personal Information from 

being leaked due to loss or theft of a mobile device for business use. 

(4) Personal Information Controller shall encrypt personal identifiable information, passwords, and bio 

information when transmitting them through an information and communications network or through an 

auxiliary storage medium, etc. 

(5) Personal Information Controller shall store passwords and bio information by encrypting them. However, 

if the password is stored, it shall be encrypted in one direction so as not to be decrypted. 

(6) Where Personal Information Controller stores personal identifiable information in the middle of the 

Internet section and the internal network (DMZ), it shall be encrypted. 

(7) Where Personal Information Controller encrypts Personal Information in the above provisions, it shall 

be encrypted and stored with a safe cryptographic algorithm. 

(8) Where Personal Information Controller stores and manages personal identifiable information (including 

copies of ID card) on a work computer or mobile device, it shall be encrypted and stored by using 

commercial encryption software or safe encryption algorithms. 

(9) IMC shall install and operate security programs, such as vaccine software, that can prevent and treat 

malicious protection programs, etc., and shall observe the following matters: 

1) Keep the security program up-to-date with automatic updates or updates more than once a day; 

2) Where malware-related alert is issued, or if a security update notice is issued by the manufacturer of 

the application or operating system software in use, perform the corresponding update immediately; 

3) Delete for detected malicious programs 

 

Section 4. Data Breach Notification etc. 

 



PRIVATE AND CONFIDENTIAL 

 

Article 29 Divulgement of Personal Information 

Divulgement of Personal Information means that the company loses control of the Personal Information of the 

Data Owner or allows unauthorized access to the Personal Information of the Data Owner, without the free will 

of the company, and any of the following cases: 

(1) In case a written document, portable storage device, portable computer, etc. containing Personal 

Information is lost or stolen; 

(2) In the case of a person who has no normal authority to access the Personal Information processing 

system, such as the database where Personal Information is stored; 

(3) A file, paper document, or other storage medium containing Personal Information was misrepresented 

to an unauthorized person due to intention or negligence; 

(4) And Personal Information is delivered to a person who has no other authority. 

 

Article 30 Particulars and Notification timing 

(1) IMC shall notify Data Owners of the following matters within 5 days when the Personal Information 

Controller becomes aware their Personal Information has been divulged: 

1) Particulars of the Personal Information divulged; 

2) When and how Personal Information has been divulged; 

3) Any information about how the Data Owners can minimize the risk of damage from divulgence, etc.; 

4) Countermeasures taken by the Personal Information Controller and remedial procedure; 

5) Related department and contact points for the Data Owners to report damage. 

(2) If it is difficult to confirm all the matters referred to in the subparagraphs of paragraph (1), IMC may first 

inform the Data Owner of the following facts, and may immediately notify them when they are confirmed 

at a later date: 

1) The fact that the information has been divulged; 

2) Confirmed items among the items notified under paragraph 1. 

(3) Where IMC fails to notify the Data Owner of Personal Information divulgement within 5 days from the 

time the Personal Information leakage occurred due to the failure to recognize the accident, it shall prove 

the time when the actual Personal Information leakage accident was discovered. 

 

Article 31 How to notify 

(1) When IMC notifies the Data Owner of the subparagraphs of Article 30 paragraph 1, it shall inform the 

Data Owner without delay through written from, e-mail, facsimile, telephone, mobile phone text 

messaging or in similar ways. 

(2) The matters referred to in the subparagraphs of Article 30 paragraph 1 may be disclosed through the 

company website, etc. 

 

Section 5. Guarantee of Rights of Data Owner 

 

Article 32 Extinction of reasons for postponing Personal Information access 

Each department shall, if the reason expires after delaying the perusal of Personal Information on justifiable 

grounds, allow it to peruse within 10 days from the date on which the reason expires unless there is a justifiable 

reason. 

 

Article 33 Rectification or Erasure of Personal Information  

(1) When a request for rectification or erasure of Personal Information is received from the Data Owner, 

he/she shall investigate the Personal Information within 10 days from the date of receipt of such request, 
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take necessary measures, such as rectification or erasure, in accordance with the request of the Data 

Owner, and give notification to the Data Owner of the results thereof. 

(2) Where a request for rectification or erasure by a Data Owner falls under a target of collection under other 

laws and regulations, the Data Owner must be informed of the contents of the underlying laws that cannot 

request erasure within 10 days from the date of receipt of the request unless there is a justifiable reason. 

 

Article 34 Suspension of Processing of Personal Information 

(1) Upon receipt of the Data Owner, the Personal Information Controller shall suspend processing of some 

or all of the Personal Information as requested by the Data Owner within 10 days. Where special 

provisions in other laws so require or it is inevitable to observe legal obligations, the Personal Information 

Controller may deny the request of such Data Owner. 

(2) With respect to Personal Information suspended at the request of the Data Owner, Personal Information 

Controller shall take measures corresponding to the Data Owner's request, such as destruction of the 

relevant Personal Information, within 10 days from the date of receipt of the request for suspension of 

processing, and notify the Data Owner of the results thereof, unless there is a justifiable reason. 

 

Article 35 Methods and Procedures for Exercise of Rights 

Simple methods shall be provided so that Data Owners can exercise their rights, such as requests for perusal, in 

the same or easier way as the method of collecting Personal Information, and evidence documents, etc., which 

were not required at the time of Personal Information collection, or additional procedures shall not be required.

    

 

Chapter 3 Installation and Operation of Visual Data Processing Devices 
 

Section 1. Installation of Visual Data Processing Devices 

 

Article 36 (Scope) 

This chapter is intended for visual data processing devices installed and operated by IMC in public places and 

personal visual data processed through this device. 

 

Article 37 (Guidelines for operation and management of visual data processing devices) 

When establishing or changing guidelines for the operation and management of visual data processing devices, 

they shall be disclosed so that the Data Owner can easily identify them. 

 

Article 38 (Designation of the person in charge of management of visual data processing devices) 

(1) IMC shall designate a person responsible for managing visual data processing (hereinafter “Visual data 

processing manager”) in charge of overall affairs concerning the processing of personal visual data. 

(2) Visual data processing manager shall perform the following duties: 

1) Establishing and implementing a privacy plan on protection of personal visual data; 

2) Regular investigation and improvement of personal visual data processing status and practices; 

3) Disposal of complaints and damage relief related to personal visual data processing; 

4) Establishment of internal control system to prevent divulgement and misuse and abuse of personal 

visual data; 

5) Establishing and implementing training plan on personal visual data protection; 

6) Managing and supervising the protection and destruction of personal visual data files; 
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7) Any other duties necessary for the protection of personal visual data 

 

Article 39 (Posting a Signboard) 

(1) IMC shall take necessary measures including posting a signboard including the following matters, so that 

the Data Owners may easily recognize such devices: 

1) The purpose and place of installation; 

2) The scope and hours of photographing; 

3) The name and contact information of the person in charge of its management; 

4) Where outsourcing the installation and operation of visual data processing devices, the name and 

contact information of the third party. 

(2) The signboard referred to in paragraph (1) shall be installed in a place easily recognizable by the Data 

Owner within the range of filming, and within this scope, the size, location, etc. of the information board 

may be autonomously determined by the operator of the visual data processing device. 

 

Section 2. Processing Personal visual data 

 

Article 40 (Restrictions on the use of personal visual data, provision of third parties, etc.) 

Personal visual data shall not be used or provided to third parties for purposes other than collection except in the 

following cases: 

(1) Where consent is obtained from the Data Owner; 

(2) Where there is a special provision in other laws and regulations; 

(3) Where the Data Owner or his/her legal representative is unable to express his/her opinion or is unable 

to obtain prior consent due to unknown address, etc., and is clearly deemed necessary for the interests 

of the information subject or third party's urgent life, body, or property; 

(4) Where personal visual data provided in a form that is not recognizable to a specific individual, as 

necessary for the purpose of statistical preparation and academic research, etc.; 

 

Article 41 (Storage and Erasure) 

(1) The collected personal visual data shall be destroyed without delay when the storage period specified in 

the video data processing device operation and management policy expires. However, this shall not apply 

where there are special provisions in other laws and regulations. 

(2) If it is impracticable for a person who installs and operates visual data processing devices to calculate 

the minimum period for achieving the purpose of possession according to his/her circumstances, the 

storage period shall be within 30 days after the collection of personal visual data. 

(3) The methods of erasure of personal visual data shall be as follows: 

1) Printouts (photos, etc.) in which personal visual data is recorded are crushed or incinerated. 

2) Permanently delete personal visual data in the form of an electromagnetic file in a technical way that 

cannot be restored. 

 

Article 42 (Records and management of use, provision, and erasure by third parties) 

(1) Where personal visual data is used or provided to a third party for purposes other than collection, the 

following matters shall be recorded and managed: 

1) Name of personal visual data file; 

2) The name of a person (public institution or individual) who has used or been provided with; 

3) Purpose of use or provision; 

4) If there is a basis for use or provision under the Law; 

5) If the period of use or provision is fixed, that period; 

6) The form of utilization or provision 
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(2) If personal visual data is destroyed, the following matters shall be recorded and managed: 

1) The name of the personal visual data file to be destroyed; 

2) Date and time of destruction of personal visual data (in the case of automatic deletion, which 

determines the time of destruction, etc. in advance, the period of destruction and the time of 

confirmation of automatic deletion); 

3) Person in charge of destroying personal visual data. 

 

Article 43 (Outsourcing of installation and management of visual data processing devices, etc.) 

(1) Where administrative affairs concerning the installation and operation of visual data processing devices 

are entrusted to a third party, the name of the third party, etc. shall be disclosed in the information board 

and the policy for operation and management of visual data processing devices so that the Data Owner 

can easily verify the details thereof at any time. 

(2) A person who installs and operates visual data processing devices outsources administrative affairs 

concerning the installation and operation of visual data processing devices to a third party, it shall manage 

and supervise whether the third party with such affairs is safely processing personal visual data. 

 

 

Section 3. Access requests to personal visual data 

 

Article 44 (Requests for access by Data Owners, etc.) 

(1) The Data Owner may request IMC to access or verify the existence of personal visual data processed by 

IMC. In such cases, personal visual data that the Data Owner may request for access shall be limited to 

personal visual data filmed by the Data Owner himself/herself and obviously personal visual data 

necessary for the urgent life, body, and property interests of the information subject. 

(2) Upon receipt of a request under paragraph (1), necessary measures shall be taken without delay. At this 

time, a person who makes a request for access, etc. shall verify whether he/she is or is a legitimate agent 

by receiving an identification card, such as a resident registration card, driver's license, passport, etc. 

(3) Notwithstanding paragraph (2), in any of the following cases, a request, such as access of personal visual 

data by a Data Owner, may be rejected: In such cases, the Data Owner shall be notified of the reason for 

rejection in writing within 10 days. 

1) Where personal visual data is destroyed after the storage period has expired; 

2) Where there exists any justifiable reason to reject the request, such as access request of the Data 

Owner; 

(4) When taking measures under paragraphs (2) and (3), the person who installs and operates visual data 

processing devices shall record and manage the following matters: 

1) The name and contact of the Data Owner requesting access to personal video information; 

2) The name and contents of the personal visual data file requested by Data Owner; 

3) Purpose of accessing personal visual data; 

4) Specific reasons for refusing to view personal visual data, etc. 

5) If a copy of personal visual data is provided to the Data Owner, the content of the video data and the 

reasons provided; 

(5) The Data Owner may only request the erasure of his/her personal visual data, which was requested to be 

preserved under paragraph (1), and shall record and manage the details of such erasure if IMC takes such 

erasure measures. 

 

Article 45 (Register of Personal visual data management) 

Records and management related to personal visual data may be utilized in the Personal Visual data Management 

Register. 
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Article 46 (Protection of personal visual data of non-Data Owners) 

In the case of taking measures, such as perusal under Article 44(2) or other measures, protective measures shall 

be taken to ensure that the personal visual data of persons other than the Data Owner cannot be recognized if there 

is a clear possibility of being recognized by the person other than the Data Owner or if there is a concern of privacy 

infringement by the person other than the Data Owner. 

 

Section 4. Protection of Personal Visual Data 

 

Article 47 (Measures to secure the safety of personal visual data) 

Privacy Officer shall take measures necessary to ensure safety so that the Personal Information may not be lost, 

stolen, divulged, forged, altered, or damaged. 

1. Establishing and implementing an internal management plan for safety of personal visual data; 

2. Control of access to personal visual data and restrictions on access rights; 

3. Application of technology that can safely store and transmit personal visual data (in the case of network 

cameras, encryption measures for safe transmission, password settings, etc.); 

4. Measures to prevent the storage, forgery, and alteration of processing records (such as the date and time 

of generation of personal visual data, the purpose of access, the date of access, etc.); and 

5. Storage facilities or installation of locks for safe physical storage of personal visual data. 

 Supplementary provision 

This Policy will take effect from the day IMC obtains Financial Investment Company license without 

any delay. 

 

 


